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Reasoning About the Heap

» Regional Logic

» Classical Logic
» Ghost fields and variables
» Explicit region manipulation: emp, U, N, #, \

» Region assertion language: Ry C Ry, Ri1#R2, R1.f C Ry
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+ Verification Conditions: Satisfaction
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Verification Conditions

» [nitiation
O — u(No)

» Consecution: for all n and 7:
u(n)(s) A pr(s,s') — p(next(n))(s’)
> Acceptance: if (n1,n2) € P\ R then
p(na)(s) A p(n2)(s’) A pr(s,s') = 0, (8) 2 0n, (s')
and if (n1,n9) ¢ PU R:
p(na)(s) A p(ng)(s') A pr(s,s') — 0, (8) > 0n,(s)
» fairness: for all n and 7 € n(n,n’):
p(n)(s) = Enq(s)
p(n)(s) A pr(s;s') — p(r(n))(s)



Lock-coupling Lists

» A concurrent implementation of sets

search(e)
add(e)
remove(e)

class List { class Node {

Node list; Value val;
+ Node next;
Lock lock;
+
headw
— 00 3 5) 9 10 11 17



Lock-coupling Lists

» A concurrent implementation of sets
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add(e) 0: while true
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3: search(e) ;
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class List { class Node { 46 - result := false;
Node list; Value val; 47: end;
} Node next; 48: prev.unlock();
Lock lock; 49: curr.unlock();
¥ 50: return result;

—00 3 5! 9 10 11 17

e e el

prev curr auXx




Proof example

» Leading thread terminates:

o) ' O(ath, A IsLast(k) — Oathy)




Proof example

» Leading thread terminates:

o) ' O(ath, A IsLast(k) — Oathy)

» Informal justification

(" k does not own a lock or ?
[ L k is nit last J\ )
k is at 11 (owns head) and
k is last
<
k is in the body loop and
k Is last
N2
k is at 17 not blocked and
k is last
k is at 18 and
k is last
B ?
k is at 19 J
( .




Ghost variables

28: prev, curr := locate(e);
, 29: 1if curr.val !'= e then
class List {
, 30: aux := new Node(e);
Node 1list;
31: aux.next := curr;
rgn r;
} 32: prev.next := aux; r:=r U (aux)
33: result := true;
34: else
35: result := false;
36: end;

37: prev.unlock();
38: curr.unlock();
39: return result;

40: prev, curr := locate(e);

41: if curr.val == e then

42: aux := curr.next;

43: prev.next := aux; r:=rLJ—Kcurr>
44 . result := true;

45: else

46 result := false;

47: end;

48: prev.unlock();
49: curr.unlock();
50: return result;



The Theory TLL3

Signature Sorts Functions
error cell
mkcell elem x addr x thid — cell
cell
elem _.data cell — elem
Dcell _.next cell — addr
addr . :
thid _.lockid cell — thid
_lock cell — thid — cell
_.unlock : cell — cell
mem null : addr
Ymem addr L] ¢ mem X addr — cell
cell upd : mem X addr X cell — mem
mem € path
2 Reachability addr
bath ] addr — path
0 set
2lset asdecir {-} addr — set
U, N, \ set X set — set
: Or setth
th .
lsetth d {}r thid — setth
setth
Uz, N, \ 7 setth x setth — setth
mem path2set path — set
o addr addrset mem X addr — set
Bridge set getp mem X addr x addr — path
path firstlocked mem X path — addr




The Theory TLL3

Signature Sorts

Predicates

cell
elem
addr
thid

EceII

mem
Zmem addr
cell

mem
2 Reachability addr
path

append path X path x path
reach : mem X addr X addr x path

addr

>
et set

€ : addr X set
C : set X set

thid

Hsetth setth

E€r : thid x setth
Cr : setth X setth

mem

addr
set

path

ZBridge




Auxiliary functions

List : mem X addr X set

List(h,a,r) < null € addr2set(h,a) A r = path2set(getp(h, a, null))

fa : mem X addr — path

€ if n = null
fa(h, n) — .
getp(h, h|n].next, null) if n # null

LastMarked : mem X path — addr

LastMarked(m,p) = firstlocked(m, rev(p))

NoMarks : mem X path

NoMarks(m, p) < firstlocked(m,p) = null

SomeMark : mem X path

SomeMark(m, p) < firstlocked(m, p) # null




Theories of Lists with Regions
» The following predicate defines that £ is last:

def List(h,l.list,l.r) N

SomeMark (h, getp(h.l, list, null)) A
LastMarked (h, getp(h,l.list, null)) —a A
hla].lockid = k

IsLast(k)

» The following function captures the ahead region:

0(s) = path2set (f(h, curr[k]))



Verification Diagram for o®)

1

)

no : —IsLast(k)
N2
Gl : IsLast(k) N at’fl,lg
N2

2 .

IsLast(k) A atis 16

{ri%} J(

oo

3 -

IsLast(k) A ats,

T

-

na:  IsLast(k) A atig
N2
ns . at]fg
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Verification Diagram for o®)

)

_' no : —IsLast(k)
N2
Gl : IsLast(k) N at’fl,lg
N2

2 ¢ IsLast(k) A atlf3..16

{ri%} J(

31 IsLast(k) A aty,

oo

T

na:  IsLast(k) A atig
N2

ns . at]fg

L
ety L

This diagram clearly satisfies %) : Q(ath; A IsLast(k) — Oathy)




Verification Diagram for o®)

no : —IsLast(k)
N2
Gl : IsLast(k) N at’fl,lg
N
ot IsLast(k) A atis 16

) L

3:  IsLast(k) A aty;

1
T

oo

na . IsLast(k) A atig
N\

ns . atlfg

T

L.
e

k

IsLast(k) N
aty7

A (at’{} A curr®.lockid = NULL A

at!’s A cur’*lockid = k ) - (IsLast(k) A at’f3--16)

N—



Conclusions

>

>

Concurrent Datastructures are very hard to prove

due to the interaction of

» unstructured concurrency
» unbounded concurrency
» dynamic memory

liveness is even harder

Verification Diagrams provide a separation between temporal
reasoning and data reasoning...

. which requires sophisticated decision procedures

Current work: parametrized verification diagrams, skip-lists,
concurrent hash-maps, concurrent Schorr-Waite.

Many possible collaborations: DPs as combinations, SMTs,
Implementation



